
B
efore we can discuss the top five 

challenges to Counter Terrorism 

in the future, it is important to 

briefly touch on the outline of 

current UK policing in order to put the 

future challenges faced into context.

Developments with technology poses 

an ever-evolving threat. The UK Counter 

Terrorism network and its partners continue 

to strive to maintain its worldwide-recognised 

high standards. Policing in the UK is going 

through a metamorphosis; with the loss 

en-masse of years of experience and 

reduced numbers, this is all very problematic. 

Further challenges faced include some 

seeing policing not seen as a career any 

longer, but merely a stepping stone to 

 greater roles or income from the security 

industry. This makes the challenges facing 

UK Counter Terrorism policing even greater. 

Placing all that to one side, let’s now 

look at the top five challenges to the 

future of counter terrorism. To place 

them in any order would not only be 

controversial among professionals, 

but also foolish in the context of the 

varied and ever-evolving threats. 

Far-Right Extremism

Over the last three years the UK has seen 

a significant rise in both the profile and 

activities of the far-right. Whether this 

is a direct result of Brexit, or merely a 

response to the outrage and degree of 

depravity which IS have instilled in their 

followers, this is a discussion in itself. 

As this article is being written, we

are a few months post the Christchurch 

New Zealand attacks by an Australian 

national. On this fateful Friday worshippers  

at two mosques were targeted and 50 

Muslims were murdered in cold blood. 

A large number of others are currently fighting 

for their lives - victims from as young as 

three up to 83.  The far-right influence of 

this individual in both his manifesto and 

actions on that day are indisputable. To 

live-stream the attack is again, another 

evolving challenge that the police and 

Internet providers are currently faced with 

in combatting the propaganda campaigns. 

Counter-terrorism police in the West 

Midlands are currently investigating after 

five mosques were attacked with sledge-

hammers in Birmingham. The 

motive behind the attacks remains 

unknown but West Midlands Police 

said it is believed they are linked.

The growth in far-right extremism could 

be fuelled by Brexit and the government 

and Parliament’s perceived reluctance and 

resistance to fulfilling the ‘will of the people.’ 

Potential civil unrest within the UK could 

also lead to further opportunities for 

the far-right to recruit others.

IS returning fighters 
and people trafficking

The almost-destruction and last stand 

of the Caliphate does not signal an end 

to IS as an ideology. There is no doubt 

that during the last few months foreign 

fighters have slipped through the net 

and been deployed across parts of Africa  

and Europe. The migrant crisis and 

immigration policies of certain countries have 

allowed opportunities for foreign fighters to 

slip into Europe and surrounding countries. 

The risk posed by the battle-hardened 

fighters brings a real and clear danger, 
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initially to the people of Europe, but ultimately could 

result in martyrdom operations reaching the UK. 

One of the biggest threats to our national security is 

the people-smuggling crisis which has hit the UK 

coastline in the last few months. In the past we have 

relied heavily on our small island and the Channel 

providing us with a last-line of defence. No more. 

Organised criminals and terrorists now have an 

opportunity to breach our borders and enter the 

UK under cover of darkness. With a clear supply 

and demand chain and the potential for financial 

gain, it’s a no-lose situation for organised 

high-level criminal organisations. 

This threat requires a joined-up and resource-

intensive response in order to shore up our UK 

coastlines. Failure to do so could provide terrorists 

with an opportunity to smuggle both themselves 

and weapons into the UK. We can no longer rely 

on a Royal Navy fleet to patrol our borders and 

complete other necessary commitments elsewhere. 

Ten years of austerity and a clear move to combat 

worldwide threats may come back to bite us.    

Al Qaeda and their convicted 
terrorists due for release

Since the emergence of IS and the demise 

of Osama Bin Laden, Al Qaeda has taken a 

back seat in the global Jihad. They have taken 

a number of years to regroup and consolidate 

both their numbers and financial position. The 

recent announcements by Saudi Arabia to strip 

Hamza Bin Laden of his citizenship comes after 

the US State department issued a $1 million-dollar 

reward for information leading to his arrest. 

Hamza has in the last couple of years publicly 

threatened attacks against the US and its allies. 

It is believed that Hamza was to be groomed as a 

potential figure head of Al Qaeda by Osama Bin 

Laden. Given the history of Al Qaeda it is only 

a matter of time before they emerge out 

of the shadows with a large-scale attack.   

In the UK the release of former convicted Al Qaeda 

terror suspects brings another real threat. A number 

of those convicted between 2004-2008 for Al Qaeda 

inspired plots are due to be or have been released. 

These individuals pose a serious threat, which among 

the several thousand individuals the UK Police and 

Security Services already have to monitor, will 

cause them further concern.

Commercial Technology

As users of the Internet and smart phones, 

terrorists have a vast array of assets at their 

disposal. IS were very effective at using the Internet 

for propaganda and recruitment purposes. In the 

UK alone, roughly nine-hundred citizens left to join 

IS. The Internet offers a vast array of other assets to 

terror groups, such as reconnaissance on potential 

targets using programs such as Google Maps, 

access to websites which provide instructions 

on the construction of home-made bombs 

and ways to fundraise for their organisations. 

On the Internet, and in particular in the cybercriminal 

underground, there are many black markets where 

it is possible to acquire any kind of illegal product 

and services, including fake documents. Pseudo-

anonymity offered by the dark net makes the dark 

web an ideal environment for various activities 

such as purchasing weapons, purchasing 

stolen card data, counterfeit documents 

and purchasing of malicious code.

Drones and unmanned aircraft are a cause 

for concern. The incident at Gatwick airport in 

December 2018 highlighted the fear of how a 

drone could damage a moving aircraft, were 

they to collide. It is also worth noting that should 

someone have the knowledge to build and IED, then 

once they have bought a drone, they have a flying 

bomb at their disposal. An airplane would make an 

easy target for such a device, should the national 

airports not install adequate jam drone technology. 

In Syria footage provided to news agencies 

showed a remote-controlled car that could 

be used in attacks without a driver.

Cyber threat

Many have argued that cyber terrorism, that 

inflicts violence on a mass scale, is far too 

sophisticated for terror groups to achieve its 

use for terror. For the foreseeable future, it 

appears that terrorists are likely to exploit the 

internet for propaganda and information purposes.
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Simon Giddins, Managing Director, Blackstone
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